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(54) MESSAGE TRUST SYSTEM 

(57)Abstract: 

PURPOSE: To improve the reliability of security work for a highly 
secret message transmitted/received through a network. 
CONSTITUTION: An identification(ID) issuing server SI and an ID 
managing server S, issue an ID card IDPU inherent in a user U1 in 
accordance with the request from the user U1. The user U1 
presents a trust condition for a message to a security work 
managing server S3 by the use of the ID card IDPU1 and the 
server S3 executes security work such as the storage, publication 
and cancelation of the message based upon the trust condition. 
Data communication through a network N protects the secrecy of 
the ID card IDPU1 and the message by an open key ciphering 
system. In addition, evidence information indicating that a 
preparator is the user U1 himself (or herself) and evidence 
information proving that the ID card IDPU1 is an original are added 
to a trusted message. 
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[0 0 0 3] 

«fe -a^mi-A E<r>m^ <Dm^ km^x \tm^x «> s ;?)^ 

tdtif') iZMl^X^mtl^i^^:/)-'<D:^yiz~P (itW*^ 

•t^m^. ±mmkmm^z-mxx■^fi3^zsll.r^z^r^^ 

[0 0 0 4] <D^S*lfep^>yfe-t?*^ "5:^" ti^x 

«SMO)*p[ S:MT V ^ ^ it ti «^ V ^. 
20 [0 0 0 5] ' ■MI^■r^^;t^y■fe-^^}co^^T, 'gtSI^ 

[0 0 0 6] <2)#fESnfe^^y-fe-^7!)'fSillfc#^^ 
• M#lcgdtSti;^>t^y-l2-i^li, ^feM#5b^e)JiSS 
• -fiffiStife^^y-fe-i^'op^TO, ll=#(c:JSM$ti-* 

30 ::^2:R§ihf-5fc«), :^ >y h t?- $:^t?e/:^5^AWT-|§ 
[0 0 0 7] Lfe*'^oT2^#8^CDSegii, _hlB®Pp9S.^, 

5 i± S d il ® T ^ 5 ;i ^y -fe - S^CD-fifg X -5^ A a 

—[0 0 0 8] 

[fgH&^St^S fci?)cD#IS] 

(1) ±m<Du&^^m^-t?>r^i^. ^^mo^^^y^z-t^^ 

40 -BfES/XT^Att, ^^y hC-^Sr^bTMfC^^^tl 
tc^WL(DU-i^ T.'r-t^ a >raT-^ -y -fe - V(DmS:m^ 

■t s rt— if (^^s-x? ICO V ^T ^S3.-^f ic umoy^^mn 

ffflB-trdp^UT^-f ^SSS:f'JM-rsfei*{Ct§ia#4i-SiEra I 

S:|g=#7b^ eslJig-r S-flft^ «y -fe - ii, tffflB 

#4)-iiE^B I D M V ^ T — if 6 it« $ >y -fe - i;^' 
(CO ^,^T ^m:3.-if b fcMfC^f*®® 'J {ctuIB-fe 
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["[0 0 0 9] (2) (1)^CSV^T, ^^<D:^y-\Z-P 

IC a V NT «y iz - i^t^^^fe <fc tJfislS'ft*^^) o 3 

[00 10] (3) Se){C,(2){CfeVNT, 2/:x.5^Z.p«3T'^ 

[0 0 11] 

[0 0 1 2] (1) *^0^CD;iyfe-i?OD#tei/:^7^A 
tt, ^C'-^'5::^L/T^i2^C^M$tlfe«fS:^^'7- 
^^;^5^-i/^> (ws) mT-:>^y-b-i^(Dm^^^no 

•k^=LVrr^mm^mm-t?>t:i&>izmm^^um i d$: 

ffl V NT >y h "7 - ^7 MfiT'ilSMS tlS ^ -fe - 

lEB^ I D VNTn— !f An tifc^ ^y -fe - S>'{Co 
V NT - if L feME^^c^)^ U {Ctfffa-fe =^ =l 

I Die i o T4tg!l^i2:3ra. y T^-f Igi^&flJM-tS:! 

iEWI DlCj:S#5tt<5!)'KliE7b^%TLTVNSrL-iflcML 30 
T®*^^ >y -fe - J^ODfBfti^-- ^©-fe^^ ij ^i" II 
^S:Si«^S<Z)T% ^PiEtcW^^r^^ibckeJii-tSiSEI 

T'^So ^LT, -ftft^^y-fe-i^lKH^^li^^'y ^':'- 
^' Sft T'il^'fi $ 5 >^ ^y -fe - S^c^ P*!^ ^m^ithX. 

^ws^^i>cDiiH#{c^e3n'fcvNj:e)tcf -SOT, -k 

ICSS^^-- !ftC;t^yfe-t^'&St#Stlfem-^T'=fej, ^ 
ODiSffl^Hlc J; 5JI^(Z)^^&^^fStc|5Sih-r S z: i::ft^T' 
gSo 40 

[0 0 13] (2) (DfCfeVNT, #^®;i'yi2-i? 
{CO V NT ^y -fe - i>©^fiSe <fc O^i^SWfe o ' 

o T -fe U 5^ -C S:f JM-r S ^ -if <^)W S *N i^lf 

$ tiT s ^ «y -fe - tc o V NT <fc nm^mm7t> 
nr~m^-kum-t^t^i^(Dum!mm^Vf^-t^<Dx\ ± 
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«^bTfeVNfeM'(ff^$:ii^S3illCj:oTiii& 
#(Z)MH$:^fi5lCS§^lh*?)-5 3^*^T'SS, ^UT, 
*mR5ih#m«^<yl2-J^©^^# >i>y-fe- 

^) JSA^(7)||=#{caj(^Sti^VNj:e)lC^^y-fe-i;®7^ 
-^fje^SJ^^m-t'SCOT-, pl-yfe-i/'®i^^lCoVNTCD 
ilSiS ?: toJ J: S -B: S d i: *^ T g S o 

[0 0 14] (3) Se>{C. (2){C^VnT, 2/:X'7^A|^T^ 

|fffB®M'lf^lcg^VNTtfFia^^:xU-7^^m^ 

^StlfeffiffiW^^rSlC^^J-ffLTVNSOT, SS^&n- 
1flC<j;S-fe^iU7^-<SWS:M{C«^mUT, ¥«i{Cii 
^ ^MS S: i: ^ i: *^ T ^ S „ 
[0 0 15] 

- lyg^J 5: ™ ?: M V N T #a Si ^ i- S „ 

[00 16] Ellti, 2ti:^^(Z)>l'yfe-$/'CD#f£i/X7^ 
A<39— «pfia««J&a^t-:/0^y^EITfeS. Ulig*, '^vV 

^JJ-iE^ I DlfaiJ— />'S2 (Si^J:t)fS2*^M:Sf "# 

lctBSt--5)) ;?)^#«ELTSU, :^«y hi^-^S::^!^ 
Tg^i^Snfe'7-^;^5^-i/a>WSio. WS20, WSgoAN^} 

^UT^-f JgS5CD-Mi:L/T. WSio;ftNf>:^;.v, hrj-^S/J^ 

■9— /^Sg J; S >i ^y -fe - i^^tZJ-gfCif - tr:x Srftj^-r -5^ 
-^{CoVNTStra^r^feic. ^fe, flfiW-fe^iUT^-f Hi^il 
LTli, ^^y-l2-i^<Z)'PS^-y— ifx, -g^-y— l^X^h* 

[0 0 17] :^v^-i^(Dmn'^-\^7.^nm-ir^^ 

#oT0 1 (?)S/X7=-i>.T'^TfctlST'-^iiffflC-pVNT« 
l9&W{C3^t-|lIT$)S, ^OiMt*:!— IfUiA^^^J- 
©li^SOlC/iSCTJ-^JJ-SEW I DI8^T-9— ASl:^)N^,rL- 
ifUl^C>t^bT'K®§lmliEPUl' (=^5, mn-^tir^iE 

■5«tST'&-5= MOtC^VNT, rL-ifUitigB$:#S 
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& -5 , ^^mm I D mf-^ - >'-«Si it zi (D^n^^ 

<o 

[0 0 18] i;z:5-e. •fe^a.iJ-T-^rHatcSBfcSi/^ 

1*5"- ^ ji-fg s n-s ^B-rm-^^t b T < 3 1 

/^T(Dn.-ifUi, *:«5-SE^IDfgff-y— ASi, Mr^Um 

/■?Si(D<2iB§giPKsi, #^|JEB^I D^-U— /^S2(D<a;|§ 
^PKs2, ■fe^^UT^'fll^^i?— /-^SgC^xasr^lSPK 

Seii S K„i ICO V^T^i#^ OrL-ifUj tc^ 

[0 0 19] 03ti, mzcoT'-d^m.'^izisn^W^^ 

— ^fUi A^gaoSf^iiS Kuiii^rS-ffiW I D^iffiJ— /N' 
Si(D<2:iM^P Ksi $:mv^T^Sa)^C#e)T'-^a'^»?:Bt 

»^Um I D5§^f-9— /'^Si tcex.S'^^'lt^ I ui 
ii S K„i TBt-f-ft U fe=^> $ {C<2:{^^ P Ksi T'Bf-^ft 
LT, Bt-i-fb^'y-fe-S^'M (M=ENCpKsi (ENC 
SKuidui))) Sr^^-tS U7^«y:/3 0l) , 

2 ) „ M'^m.m I Di§^f -y— /N'Si ^ y h - ^7 n $: 
SI xmm h $ e> n. — if Ui p Ku i xmm 

bT, 5c(D'[f|gIui (I„i=DECpKui(DECsKsi(M))) & 
#-5 (;?.7^>y:/3 0 3) , 33T\ ENCsKui(Iui)<=^l^^ 
^r^TC-rs^ilA^T'^-SOliSSeitS Ksi S:^abT^.^ 

P Km T'^-i-^b LT#fc^®ftfg I ui G)rt^5:^^-i> 3 
iltCjcoTM® (^■r>y^3 0 2) -^JUff^nT^fe 50 
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S i.T.'TVrfZ 0 4) . 

[0 0 2 0] |^«S^C:«!.a©^COV^T=fe, J-^J-SE^ I Di« 
W-ASi«a.-i?nJilC-ex.5^g«^PUi' , SSKj. 
CUi$:ea(DM^SKsiT?fif-f-'fbL/fc^, $e>lcn- 
IfUiO^^^PKuiTBf-^-fbbT, Hf-^-fb^ vy^_i7M 

(M=ENCpKui(ENCsKsi(PUi' . SSKi, CUi))) $:f^^ 

-r-5. (^-XT-vzrz 0 5) , ^bT, %v vrj-'j'^-^iv 
bTz:<3DBif-^'fb;*^'-fe-s;^'M$:ii— ifUiiciH^-ts 

5^«y:;^3 0 6) . rL-ifUitt, ^ ^j; h ur-^ N §:/rbT 
b feBt-t-f b ^ ^y -fe - i>'M ?: e a 0)®^^ S Ku 1 T-fi? 
Sibfc^. 5 {C#:0-iE^ I umi'^-J^^x <^<2^BS^ P 
Ksi-C-«?^b-r, 5ta)'»^PUi' , SSKi, CUi?:#S 
U5^'y^3 0 7) „ ^z:T% ENCsksi(PUi' . SSKi, 
CUj) <Dp^^5:«5t:-r-53i:*^l?^5a)liS^liSKui 
$:^bTV^SrL— ifUiC[)»Tg>»J, S?3(Ci45;ggiiPK 
siT'^-^>fbbT#fe7cO)«^PUi' , SSKi. CUiOrt^ 
Sril'^-S 3 i: {c i o T^aS© ^y ^ 3 0 6 ) fiiffl 
Snx^fe^i^yfe - A^#:5>iE^ I D ^^ff -y- - f^^x ^ 
0D%cDT-*><5z:fc$:Bt^bfc^, z.t\.h(jy'^-^W%-t 

S U5^-y >^3 0 8) c 

[0 0 2 1] ^!la®{CfeV^T, JWI^CDM-^MVn 

S-tzi/a >^SSKi^, #:&liE^ I Dlf^-tJ— /"^Sgic^b 
T #^SE W I D P Ui CD^#^# S:^T -5 1^00 T i!)' -fe 
CUiS:#inbTfe<3i:(Cj;»J, I D G)|g^f H 

fCig^ i: S 4x -5 :^Sg^fcfS C Ttt^ic^^ $ S „ 
[00 2 2] z: 5 T% #:$5-fiE0I I v'^S^ {±3. 

#:$J-|iEB^ I D bm-if /\<D55#5:^Te) 

■5, n.-ifUi;{)^#4ME^I DlfS-y— ^'•^SglC^® 

§I^X.IiEPUi' §:ii^bT#:S-SEBHI DOSS-W-^rl^^-r 
SrhT', n.-ifUi(D#^c5:2SlCt)feoT5tfg"e^ 
So l-J&fc*., #:iMiE0JI /ISjli, 
X-IEPUi' ^rii^bTJ'rJME^I DG)3e#&M*bT^ 
t=.=L-^t.mzM'^Um I D^^Tif- /-^SilC^f bT#^^ 

;^^#CUi IC bfe*^ o T#^^liE^ I D bT 
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a>#:$Ml W I D <Z)S#il* o 1/ ^ T 5 J; o f 

[0 023] 04 ^:^Um I D®»fe i^Jt^^T^a 

—ni^M-^mmiD^nw^^m^-t^^m. mm® 

I D03^#$:ll*-t-S«!iS, ^aa®«#^^IE^ I Dlf 
ASj^^i^n— tfUl lC^bT#:9-|E^ I D PUi S:3S# 

-rs^STfe-So ziziT% ^^tll<3)^cj3v^T^i, 02$:^ 
ifUiic*fLTi8^TLfe^o§[#x.siEPUi' (omm^M^ 

SE^ID'tS-b— >'N'S2{C5f^^|-to -fei/a^itSSKi^T 
[00 24] «ia€)lCfeVNT, n--- »fUili#:9-|iE^ I D 

rr-pgMiiJfcswii, #^tiE^ I D PUi*^Ma^m=# 
^iicMi^x^'fi-^nr^Mr^VEmi'DPVi<D\^m^m'M. 

— y*Ui IC {± g B ® #:9-SE^ I D P Ui S: ^ ^ il ^Sf S 

e>#4MEH;i I D P Ui b * o i: ^ ttn.- 

fel^t-ST'-^filMcDMT'a'i^liEB^ I D P\fi^^^t\.X 
L * o t ^ tcii-fe ^ ^ U 5^ -f 

[0 0 2 5] BI5tt, m^(D^-'^m.m\Zi5Vi^imS^ 

m(Dt^i^(DmM(Di^ni:^'tyn-^^-hxs>^o m 
m^. n— ifUi \tM^tm I Di=ii-y— /\'S2 tc-e^s/^ 

SrMiiSKmT-Pt-^'fbbfc^, $ e^fC^^tBgiiP KsgT- 
Hf-^-fbLT, Bt-^-fb^^V-fe-i^'M (M=ENCpKS2(ENCs 
KUidui. PWi' ))) 5:f^^-rS U-5^^v:/5 0 1) „ 
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0 2) „ tjti3. ±i/3ymssKittm^^nx\>^^m^. 

Bt-f-ffc;;^ -fe - 5: $ e> fC-fe i/ a >^SSKi -ZrHf -^-fb L 
T;?)^e>i2l#-m«, ;^5^'y:/5 0 2{cfeW5n.-ifUii: 

2ii, hv-■!rN^1ri■Lx^mLt=.m^it:f^v±- 
i^u%:^B(DmmmsKs2xmml^r:^^. se>{cn.— y 

Ui(7)<2i|g^PKuiT'«¥igUT, TCCDW^I (I=DEC 
PKUi(DECsKS2(M))) Ut^^v^SOS) . 33 

iJ^eiS Ks2S:MbTV^5#:S-|iEW I D'^-y— ASa 
0^X$>V. $ e>tC<a:^|iPKuiT'«-i-'fbbT#fe55® 

0 2) T'ii^Stl<Tgfe^'y•fe-i;^>^)^rL-1fUl*^e>0% 

S (X5"^V^5 0 4), 
[0 0 2 6] rL-ifUi;{)^?5(D7'^'-fe;^A^T^-fe;^^f^C 
20 UjJr^^cbTVNS^-^, #4)-IiErei D-ta-y— ASaiin 

-^filfiTfflVNSfffe'fc-fei^a^itSSKi^itif) SrSa© 

S5^fiisKs2T'HiP#'fbbfe^, s&fcrL— ynji«)<i>Mii 

PKuiT'Bt-^-fbbT, Sf-^-fb^^y-fe-i^M (M=ENCpKu 
i(ENCsKS2(PUi, SSKi))) :^^^y 

U5^'V:/5 0 5) . ;&33, -feixa>iiSSKi*^fiS$tl 
TV^-5^-&, Bip-^'fb^'yfe-e/"M&$e)lC-fei/3>ISSS 
KiT'Bf-^-fbLT*>e>j^M-r4x«, XT^'y^S 0 5lCfel-t 

30 ^^-^mm I D^-y— ^52^13.— i:cora®7^-^f 

>y h'7-^N&^LTSML/tB&#-fb^>y-fe-e^'M5:g 

a-y— AS2G)<a5^itPKs2T'«?^LT, TCCD'W^gPUi. 
SSKi$:#S (;?.7^'y^5 0 6) , 331?. Hf-^-fb;^ ^y -fe 

SKui$:lfSLTVNSrL—ynJi®«*T'fey, S^sJC^ilj^ 
mP KszT'^-^-fb bT#fe^®Wfg(Z)|^if 3 i: 

ICioT^aS© (J?.7^<y^5 0 5) T'32lfI$nTS;t^ 
40 «y -fe - i;*'5^:e'IiEPI I D^a-y— /tSg *^5>(D*<Z)-efe-5 
3il$:5tigLfc^, 3tlP3 0'|f#S:^1-S 
5 0 7), 

[0 0 2 7] — B., m^O^M^mM I D PUi;^)^|§fT^tl 
n— y'Uia3(^#4>fEBJI DPUi S:MV''T-fe=¥3. 
U 7^ m^^-y- - ^^'S3 {C ^ ^y ir - i/'cOff fft Sr^Sffl-r S 
3tA^T'^S. EI6tt, ;i^y-fe-t?<7)Mft^a{CffoT 

i^(D^otzmn-t^ti't:mirmn^^c\}2^. 

50 ilH^I DPUlS:fliV^T■fe^:3Ly7"-^•||^*ta-y— ASgtC 
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- ifUg — tfUl T' -5 ^ o T ^ «y -fe - $^(7)^16 S:^^ 

+FU3{cjy-L.T(i:^^-r5, i:vo^f*T'$>s=fe(^»i:-r5. 

■r -5 ^ -y -fe - i?Mi ( if CD J; e) ^^^'[4, %± 

ilti^0^T3*^#i^StvTv\5(DT% ^MTgSrig^fei: 

[0 0 2 9] E8l±, |S6 0-7^-^aMlCfeW-g)^^^ 

lelS*, n.-- !fUittga©MgtSKui, 
n-UT^-rmSS^S-y— AS3(Z);a:|§^PKs3, fg^StlT 
V^t^t^•fee/a^'^SSK2S:MV^r, 'ftffei--5^ -/•fe-2;?Mi 

mmir S ^ -fe - i^Mi *W;*:r'& S 3 i: $:'KtiEt--5fiES!!i 
W$gE2 h $: >i ^y -fe - tC#SD-r -5 . coSESS'lt^Ei S 
j:^J«E2 0'f^^{C0V^T^i, -fe=5riU5^>rm^lra-9— A 

B #To Srn.— !fUi ODMH S Ky i T'Hf -^-fb b =fe<Z) 

-fe ^rL ij T^W- AS3 A^ e>^x. e>*vfe-fe a > 
liSSK3 5:Mv^T. IE8!l'ft#EiS:#SDLfe^«yfe-S;^Mi4 
^mbfe=fo®4tiE8aW^E2i:-r-5o -?-L/T, ;<'yfe-y 
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Ml icSESIlW^Ei j; TJfEz $: frfin L- =fo 0 S: S BOU^egi 

■t-S3i:'T?;)i'yfe-i^M2 5:#^SL (^7^>y:^8 0i) , 
Zlt^^ ^y-fe-i^Ma^rHl^lC^ti^y hi7-:J'N$::^bT-fe=Sr 
o-UT^-fmSS^-t)— AS3{CigM-r-S U7^^y/8 0 
2) . -fe^^r^'JT^-f HBSlfa-y— >''^S3{i, :^^yh':'-^ 
NS:/rLT>i'yfe-e;^M2S:^'®-r-5i:. -feS/aV^SS 
K2. n— •nJiQ)^aii^PKui, SBOSi^iiSKsa^rffl 
10 v^T^ ^y-fe-S^Ma^^ej^cCD-^^I (^^yfe-i^Mi. Hiffi 
«#EifeJ:tJ«E2) &«?cLT, 
CU2{CL'fej5>«oT'ifSI$ti-5;t^yfe-5^DB (135^^: 

^'y-b-e^fej:t)fIiEi!l!l«^ttia9<Z)7D-5^-V- h{CL 
fc*^oT^S3*lTfey, '(ift^#CU2©^^^^?gfe$ 

I~"[oo3 0] ElOli, Eieco-r'-^ii^T'f^^^nfe 
20 feSo OT, SMLfe^>yfe-i?M2y?)^e>-fe=3pii.U'7^'rm 

ISlfa+>— AS3A^^7T:l/7^:7^0«^0=S•^{COV^T, IE 
Wmm^Ei' SiUfEz' . ^«y-fe-S^S:Mi' , f^^BW 

[0 0 3 1] EI10^CfeV^T, ^ 3. U 7^ -T ^^OT-t?" 
-/^*S3^4, ^-y-fe-yMg^^ejaTubfeiEliliW^Ei' $:n 
-ifUiO<a;^iiPKuiT'm#'fb-^-5 U5^^y>^10 0 

1) o ^LT, m^nrcmmioyo%(D^y'^-mi'' 

il^^yfe-S^M2*>e>^7Gb7^;t'y-fe-S^"Mi' ii&JtS? 
30 U ^Lv^75>S*^S:M^-5 (;?;5=-«y7'l 0 0 2) , 3co 

S, ;*^y-fe-i?Mi" ^^XMi' *':^LV^«-&, ;i«y-l2- 

^IS®-??, r^lc, ;i«yiz-i;M2*^ej^5tLfc^>y-fe-i? 

7N'^^^i:LTA>y2/a.B5i5c$:SgU liESaW^Eg" 
fig-rs (Xf^^y-i/l 0 0 3) . rL-ifUifeJ;t)f-fe 

V ussifai-y— ASgii, |lI-<Dy^>y i/=Lmm^ 
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